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ABSTRACT 

Blockchain technology is gaining increasing interest among software developers as a distributed and decen-

tralized ledger for tracking the origin of digital assets. However, the application of blockchain in software engi-

neering requires further attention. In this study, we aim to address the current challenges and explore the need for 

specialized blockchain practices in software engineering. Through a systematic literature review, we identify the 

various applications of blockchain technology in software engineering. Additionally, we conduct a thorough anal-

ysis of existing obstacles and propose potential solutions. Gathering and evaluating requirements using block-

chain-based requirements engineering approaches will enhance the quality and reliability of data in software 

development projects. This, in turn, will improve the overall quality and dependability of software, as well as 

increase user interest and productivity. 

  

Keywords: blockchain in software engineering, blockchain for a distributed system, systematic literature review. 

 

I. INTRODUCTION 

LOCKCHAIN technology is defined a decentralized, distributed ledger that documents the origin 

of a digital item. This ledger is to enable decentralized transaction management [1]. Starting 

from Bitcoin [2] , the pioneering decentralized cryptocurrency, to Ethereum [3] with its smart 

contract capabilities, and the emerging permissioned blockchain [4], blockchain technology has 

experienced rapid evolution. Due to its fundamental architecture, blockchain data cannot be 

manipulated, making it a real industry disruptor. Blockchain is a cutting-edge and innovative technology 

that offers scalability, transparency, and risk reduction for a wide range of applications [5]. Lately, many 

firms have been drawn to blockchain technology owing to its inherent value. Many sectors, including 

financial applications, supply chain management [6], and healthcare [7], have investigated the use of 

this innovative technology. 

Blockchain technology has established trust between participants in collaborative software 

development [8], [9] as well as the traditional industries that might benefit from using it. Examples of 

alternative platforms are GitHub [10], [11], Travis CI [12], [13], and care loud-based package 

management [14], [15]. Porru [16] highlighted the necessity for blockchain-specific software 

engineering approaches and created the phrase blockchain-oriented software engineering (BOSE). The 

importance of collaboration between software engineering and cutting-edge technologies like machine 

learning and blockchain technology was also emphasized by Demi [17]. Moreover, they found that smart 

contracts may automate a variety of software engineering processes, such as the approval process, 
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remuneration for software engineers, and compliance adherence, which often need human thinking. 

Software engineers are increasingly interested in blockchain technologies, and as a result, numerous 

software projects based on different blockchain implementations are emerging and developing rapidly 

[18], [19]. 

Previous systematic literature reviews [6], [17], [20] focused on blockchain-based applications, such 

as sustainable supply chain management [21]. In their study, the function of blockchain technology in 

environmentally friendly supply chain management is examined. Moreover, Chang [22] clarifies the 

interaction link between stakeholders and the blockchain's evolutionary growth in healthcare settings. 

Further study on v code metrics for code optimization is recommended by their findings. The two 

previous studies address issues about the more general use of blockchain technology, but they do not 

particularly look at how it may be used to enhance software engineering enterprises. They need to have 

paid more attention to how blockchain technology may advance software engineering. 

To the best of our knowledge, there seems to be relatively little research on the use of blockchain in 

software engineering. Systematic mapping is the closest related research [17], [23]. Their studies 

covered the uses of blockchain in software engineering as well as the benefits that this cutting-edge 

technology may bring to the sector. 

Many examples of evaluation of blockchain technology are found in the field of software engineering 

research (summarized in Table 1). Demi [17] conducted a rigorous mapping study on software 

engineering applications made feasible by blockchain technology. By providing a comprehensive 

overview of the software engineering applications made feasible by blockchain technology, their study 

was focused on enhancing our knowledge of blockchain-oriented software engineering. As the writers 

undertook a rigorous mapping investigation, they discovered ten major studies. 

A thorough, comprehensive assessment of the literature tries to address or minimize the research gap 

by compiling the evidence on blockchain in software engineering. While the evaluations indicate the 

growth of blockchain-related research in software engineering, additional information regarding the 

approach, tools, and difficulties is still required. Table 1 lists various studies that specifically address 

blockchain technology in software engineering. The use of blockchain in software engineering has 

gained significant attention and interest. However, the benefits it offers, particularly in terms of reducing 

software requirements, have become particularly relevant in this research. This study aims to identify 

the advantages of blockchain technology in software engineering through a comprehensive literature 

review. The contribution focuses on energizing, exposing, and researching the need for new blockchain 

techniques with a focus on software engineering. The latter speaks to the fields of software engineering 

where blockchain was first introduced. Finally, we present the key findings of this study, which aim to 

highlight potential areas for future research in software engineering. 

II. RESEARCH METHOD 

In conducting our study, we followed the recommendations provided by Kitchenham [24]–[27]. The 

TABLE 1 
SUMMARY OF SELECTED LITERATURE ON BLOCKCHAIN TECHNOLOGY IN SOFTWARE ENGINEERING REVIEWS AT LARGE. 

Reference Goal Research questions 

Demi et al. [17] The purpose of this research is to of-

fer a thorough review of how block-

chain technology has been used in 
Software Engineering. 

Blockchain platforms are utilized to create SE applications, blockchain use in 

studies is on the rise, and blockchain has a positive impact on the SE environ-

ment, according to published research. 

Lone et al. [20] Evaluation of blockchain-based 

smart contracts used for Internet and 

IoT security. 

Various security measures based on smart contracts, especially for IoT; the 

benefits of smart contracts for resolving security and vulnerability concerns in 

the Internet of Things; the usage of blockchain as a platform for smart con-
tract-based security solutions on the Internet of Things; and evidence confirm-

ing the utility and appropriateness of smart contracts. 

Batwa et al. [6] Examining the discovered gap be-

tween BCT and trust theories within 
the framework of SCM. 

In papers that addressed supply chain management and blockchain technol-

ogy, trust was operationalized and examined in two ways: How does block-
chain technology affect trust in supply chain management. 
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fundamental procedures of our systematic review, such as preparation, execution, and dissemination of 

the results, were then covered [28]. 

A. Review of objectives and research questions 

Studying the significance of blockchain in software requirements is crucial given the growing usage 

of blockchain in software development. The management of requirements [29], [30], and traceability 

[31]–[33] faces various challenges, including limited trust in existing tools, integration issues with di-

verse systems, manual effort, lack of motivation, and confidentiality constraints that hinder seamless 

traceability across organizational boundaries. For the responsible management and traceability of re-

quirements in cross-organizational software projects, a blockchain-based method has been suggested in 

this area. Therefore, the primary objective of this study is to enhance understanding of blockchain prac-

tices in software requirements and identify the challenges encountered by teams during requirement 

engineering in such contexts. We also considered how blockchain may enhance the immutability, trust, 

visibility, and traceability of requirements across the whole software development lifecycle (SDLC). 

The following study questions were developed in order to accomplish these objectives. 

1) RQ1. How can blockchain help improve the requirement engineering process? 

2) RQ2. What method can use in blockchain-oriented requirement engineering? 

B. Search strategy 

The investigation was conducted using the Kitchenham study [24] as a reference. We developed a thorough 

search strategy after deciding on our goals and research questions in order to thoroughly review all important 

empirical data related to the goal of this study. The technique included setting up the search area, which comprised 

both printed proceedings and internet resources, as shown in Table 2. Initially, the articles were retrieved from 

electronic databases, and subsequently, a snowballing approach [34], [35], was employed to identify additional 

relevant research by examining the references of the retrieved articles. The recovered publications were then sub-

jected to two distinct applications of the inclusion and exclusion criteria, each involving a different number of 

researchers. 

C. Search criteria 

C1 and C2, which are divided into two portions for the sake of this evaluation, are the search criteria. 

• C1 is a string made up of keywords related to blockchain technology, such as blockchain, 

decentralization, distributed system, ledger, bitcoin, and cryptocurrencies;  

• C2 is a string of keywords related to software engineering, such as requirements engineering, 

computer science, and requirements traceability. 

The search criterion for a Boolean expression may be C1 AND C2, for instance. This is a screenshot of 

the database search that was conducted. 

Blockchain AND (“decentralization” OR “distributed system” OR “ledger” OR “bitcoin” OR 

“cryptocurrencies”) AND (“software engineering” OR “computer science” OR “requirements 

traceability”) 

We carefully built the search term in each database based on the search tools it offered. Each database 

search was regarded as a learning and testing exercise. 

TABLE 2 
SEARCH SOURCES. 

Electronic databases IEEE Xplore 

SpringerLink 

Mendeley 
ScienceDirect 

MDPI 

Research Gate 
Searched items Journal and conference papers 

Search applied on Whole text—to ensure that we don't overlook any articles with titles 

or abstracts that don't include our search terms but are nevertheless 
relevant to the review object. 

Language English 

Publication period From January 2012 to November 2021 
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D.  Inclusion and exclusion criteria 

The following inclusion and exclusion criteria were used to decide which studies should be included: 

eligibility standards (I1) the research is published in a peer-reviewed journal; (I2) It is conducted in 

English; (I3) it is relevant to the search phrases used; (I4) it is an empirical research article, an experience 

report, or a workshop paper; and (I5) the study is published between January 2012 and November 2021.  

Exclusion criteria: (E1) studies that do not focus explicitly on blockchain in software engineering but only refer 

to blockchain as an application; (E2) studies that do not discuss requirement engineering in blockchain; and (E3) 

studies that do not meet inclusion criteria. 

E. Study search and selection 

The selected electronic databases were searched using the defined search strategy, and the relevant 

studies were retrieved. As shown in Table 3, our initial search yielded a total of 2970 studies. It is 

important to note that we focused on databases that publish peer-reviewed publications (I1). Using the 

inclusion criteria, one of the researchers thoroughly examined the study titles and abstracts. Most of the 

studies that were identified met the inclusion criteria I2, I3, and I5. However, a significant portion of the 

search results were later excluded as the search engines were unable to search the entire content of the 

papers using the provided search strings. The second researcher (one of the co-authors) then assessed 

the pre-selected publications in Round 2 using the exclusion criteria (E1, E2, and E3). After this first 

classification, there were still 194 prospective research topics. In addition, when the articles were ob-

tained, we checked to make sure they were not arguments, editorials, comments, tutorials, prefaces, or 

presentations (I4). We conducted a face-to-face consensus session to go through the agreements and 

disagreements brought up by the researchers in their assessments. Based on the established exclusion 

criteria for the publications where an agreement was not achieved, the researchers reviewed the whole 

article and decided which studies to include. Ten studies were omitted from the 194 that had been pre-

selected after the inclusion criteria had been applied because they had not covered any of the subjects 

covered by our inquiry (E1 to E3). Four discussed approaches, frameworks, and models for software 

engineering's use of blockchain technology. One of them spoke about using blockchain technology to 

manage requirements responsibly and track them throughout the software development life cycle. There-

fore, 10 studies make up our final list (see the two rightmost columns in Table 3). 

F. Data extraction 

We followed a data extraction procedure based on the recommendations provided by Kitchenham 

[24] and Triandini [28] to extract relevant information from the ten selected primary studies that align 

with our research objectives. The data extraction process involved the following steps: We developed a 

form to systematically document the concepts, theories, contributions, and conclusions from the eight 

research papers. The use of this format ensures a higher level of interpretation during subsequent anal-

ysis. The following data were extracted from each publication: (i) review date; (ii) title; (iii) authors; 

(iv) reference; (v) database; (vi) relevance to the theme, i.e., blockchain for requirements engineering 

issues, challenges, practices, models, methods, techniques; (vii) methodology (interview, case study, 

report, survey); (viii) future work; (ix) limitations; (x) country/location of the analysis; and (xi) year of 

publication. 

G. Methodological quality assessment 

The key papers included for this systematic review were assessed for methodological quality using 

Guyatt's original quality criteria [36]. The criteria were later used by Dyba [37] to evaluate the effec-

tiveness of empirical research pertaining to software development processes. These quality standards 

TABLE 3 
SEVERAL IDENTIFIED STUDIES DURING THE DISTINCT ROUNDS OF OUR SYSTEMATIC SEARCH. 

Database Retrieve 
Round 1 Round 2 

Include Exclude Include Exclude 

IEEE 127 47 80 6 74 

Mendeley 511 51 460 2 49 
Springer Link 1441 74 1367 0 74 

Science Direct 370 10 360 0 10 

MDPI 491 1 490 1 0 
Research Gate 30 1 12 1 0 

Total 2970 194 2776 10 207 
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(shown in Table 4) comprise tests that determine how much a study is acceptable and will broaden the 

scope of the investigation. The breadth, dependability, and significance of the research are part of the 

criteria [38]. We chose these standards because I they may be used to evaluate the significance of syn-

thesis findings and guide interpretation [24] and (ii) the quality metrics associated with these standards 

have previously been used in a number of recent systematic reviews [37]. 

The quality assessment criteria indicated in Table 4 were used to evaluate each study. We classified 

and rated the studies more correctly by using an ordinal scale based on our quality evaluation criteria 

(Table 4) rather than a binary scale. The first criterion (C1) included assessing each study's objective. 

90% of the studies gave a favorable response to this question. The second criteria (C2) assessed the 

extent to which the research setting was covered and explained. 90% of the studies had good answers to 

this question. The third criteria (C3) asked if each research had a clear description of its results. 90% of 

the studies gave a favorable response to this question. The heuristic ratings for the quality metrics were 

created by the same researchers previously stated (C4). 

III. RESULT AND DISCUSSION 

A. Overview of studies 

As previously mentioned, we identified the sources from which the papers were published. The 

distribution of these sources is presented in Table 5. Out of the total studies, 40% (4 studies) were 

published in journals, while 60% (6 studies) were published in conferences. Based on our findings in 

Table 5, it appears that the studies are evenly distributed across the different publication venues. There 

TABLE 4 
QUALITY CRITERIA FOR STUDY SELECTION. 

Criteria Response grading Grade obtained 

(C1) Is the research aim/objective clearly defined? {1}(Yes) 10 studies, 90% 

(C2) Is the context of research well addressed? {1}(Yes) 10 studies, 90% 

(C3) Are the findings clearly stated? {1}(Yes) 10 studies, 90% 
(C4) Based on the findings, how valuable is the research? >80% = 1, <20% = 0, in-between = 0  

TABLE 5 

STUDIES ARE DISTRIBUTED IN ACCORDANCE WITH THE PUBLICATION CHANNEL. 

Publication Source Type Number 

International Conference for Convergence in Technology Conference 1 

International Workshop on Blockchain Oriented Software Engineering (IWBOSE) Conference 1 
International Conference on Software Engineering: New Ideas and Emerging Results (ICSE-NIER) Conference 1 

IEEE International Conference on Software Analysis, Evolution and Reengineering Conference 1 

Computer Standards and Interfaces Journal 1 

Future Internet Journal 1 

IEEE Access Conference 2 

RTU Press Journal 1 
Sustainability (Switzerland)  Journal 1 

 

 
Fig. 1. Year-wise distribution of selected studies. 
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are one or two articles published by each of the publishing sources. This suggests that writers focusing 

on requirement engineering in the context of blockchains do not show a particular preference for any 

specific source. 

Considering the years of publication, we only discovered noteworthy papers connected to our study 

subject prior to 2018. Together with the topics of interest in our inquiry, the distribution of peer-reviewed 

publications produced between 2018 and 2021 is provided (see Fig. 1 and 2, respectively). Two studies 

[39], [40] are from 2018. Two studies [41], [42] are from 2019. Two studies [43], [44] are from 2020. 

Furthermore, four studies [45]–[48] are from 2021. 

Considering the topics covered by the research, Fig. 2 shows that 40% of the studies focus on 

blockchain-focused requirement engineering, 30% explore recently proposed concepts in other 

approaches, and the remaining 30% investigate the use of blockchain in software engineering.  

In the majority of the 10 studies we reviewed, we observed that the co-authors represented multiple 

countries within a single study. However, it is challenging to attribute authorship to specific regions for 

each research paper. When examining the individual locations of the authors, we can observe that most 

of them are from Europe and Asia (refer to Fig. 3). Furthermore, it is noticeable that there are fewer 

studies on blockchain-focused requirement engineering from Asian nations, and none from American 

or African nations. 

 
Fig. 2. Categorization of study basis. 

 

 

Fig. 3. Geographical distribution of the chosen studies' authors. 
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The research methodologies used in the 10 selected papers are shown in Fig. 4. First, we discovered 

that most of the studies are exploratory. Among the 10 papers in the empirical subset of this category, 

several of them have undergone empirical appraisal. The remaining papers have employed qualitative 

research techniques, such as surveys and interviews, and are considered exploratory, based on an em-

pirical foundation. Out of the 5 papers in this category, we found that 40% (2 out of 5) of the "empirically 

based" research included experiments and interviews as sub-methods. The remaining 60% of the studies 

did not disclose the specific sub-methods used in their case studies. For the sake of this study, we refer 

to a search technique that is used as part of the search process as a "sub-mature approach." For instance, 

a case study may involve interviews and surveys to gather data. Surveys and interviews are regarded as 

sub-research methodologies. Additional research techniques used in empirical studies include ethnog-

raphy (1), observation (1), focus groups (1), surveys (1), and interviews (1) (with grounded theory as a 

sub-method for data processing) (1). The research techniques mentioned by the authors of several studies 

include ethnography and observation. 

B. (RQ1) How can blockchain help improve the requirement engineering process? 

The three procedures that we identified to enhance the requirement engineering process are described 

below, along with the unique potential challenges associated with each approach. It is important to note 

that the list provided below is comprehensive and represents the collective findings of the 10 studies. 

1) Requirement Negotiation 

Software projects can benefit from improvements in the quality of requirement engineering processes, 

which ultimately leads to high-quality software projects [49], [50]. Requirement engineering employs 

various techniques and procedures [48], [51], to establish well-defined specifications. However, the 

process of working out the details can be challenging and time-consuming. Despite the use of strategies 

and algorithms to simplify and streamline the process, there is still room for improvement in enhancing 

the quality of software projects in various areas. 

Several industries and applications are using blockchain technology to enhance quality [52], [53], 

safety [54], [55], dependability [56], [57], and speed [58], [59]. Therefore, in the field of requirements 

 

Fig. 4. Distributions of research studies depending on research methodology includes. 
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engineering, we may utilize the blockchain to gather more exact requirements and produce better 

software projects. Blockchain-focused requirements engineering will raise the caliber and dependability 

of software initiatives  [60], [61]. The success rate of linked software projects should increase as a result 

of applying this technique in requirements engineering. 

The use of a blockchain-based platform in requirements engineering will enhance the methodological 

and operational processes of requirements negotiation. Developers, the management team, and other 

interested parties will be able to finish the process on time and under budget if the requirements 

negotiation procedure is enhanced. 

2) Requirement Traceability 

A blockchain structure's data blocks include time stamps on them [62], [63]. As each block is 

encrypted using a hash technique, data input is impermanent and impossible to alter without the 

agreement of the majority of nodes in the network. They are becoming unchangeable and irrevocable. 

The shared ledger is unchangeable because each modification, no matter how little, results in a new hash 

that can be quickly identified. 

The ability to demonstrate that the data has not been altered, both by the data supplier and the receiver, 

has a significant positive impact on financial transactions and audits. This capability enhances the 

confidence in the Blockchain system. However, the immutability of Blockchain also brings about 

significant challenges and difficulties, and in recent times, some individuals have started to question its 

benefits. The immutability attribute of blockchains might make it difficult to utilize them in particular 

applications. Only by fulfilling this legal responsibility may blockchain or healthcare delivery and 

application be created. 

By applying the supply chain mindset to the context of SDLC, which involves various value creation 

activities, it is possible to enhance the traceability of requirements through the properties and principles 

of blockchain. This approach ensures the integrity and immutability of requirement traceability data, 

transfers the responsibility for requirements management and traceability from the requirements 

engineer, and encourages stakeholders to create and validate traceability data. Additionally, it provides 

visibility to customers, allowing them to check the status of their needs and detect any inconsistencies 

or faults at any time. 

C. (RQ2) What method can use in blockchain-oriented requirement engineering? 

This study aims to enhance the existing knowledge on requirement traceability by exploring 

frameworks built on blockchain technology as a novel solution. Design science research is considered 

the most suitable method for organizations interested in requirement traceability. To ensure the 

generalizability of the results, three distinct data creation strategies will be employed. 

The study employs two main approaches. First, a systematic mapping and systematic literature review 

(SLR) comprehensively examine the existing literature on requirement engineering, requirement 

traceability, and blockchain in software engineering. This process follows established standards for 

systematic mapping and SLRs in software engineering. Second, an analysis of the relationship between 

standards and practices aids in the development of the framework. The framework is evaluated through 

a combination of artificial experiments and naturalistic approaches, including qualitative methods such 

as interviews and focus groups, documentation analysis, and quantitative methods. 

The study employs a thematic coding analysis to extract the themes utilized to further enhance the 

framework from the qualitative data analysis. The authors assert that blockchain can boost requirements' 

immutability, trustworthiness, visibility, and traceability throughout the software development cycle, 

even though this study is still in progress in this area (SDLC). 

D. Discussion 

The geographical location of the authors is a significant factor that has been emphasized in the analysis 

of our ten chosen research. It has been observed that European nations, including Norway, Italy, the 

Netherlands, Belgium, Spain, and Cyprus, accounted for approximately two-thirds of all contributions. 

Asian nations such as Pakistan, Saudi Arabia, and India also made contributions. However, due to the 

uneven distribution of authors across geographic areas, the empirical data presented by the ten research 

studies cannot be considered generalizable. It is challenging to predict the similarity in outcomes when 
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blockchain-oriented requirement engineering is implemented in European or Asian enterprises, as most 

of the data available is derived from empirical studies conducted in European and Asian organizations. 

Organizations worldwide have distinct organizational cultures, national cultures, and social conventions 

[62]. Therefore, we anticipate that the conclusions drawn from our review may differ from any potential 

findings mentioned in empirical studies, considering the diverse contexts and factors at play in different 

regions. 

Consequently, we expect our review's findings to show that many organizations in America are still 

adopting requirement engineering methods and are in maturation. Meanwhile, there is a need to study 

blockchain-oriented requirement engineering in American countries. Since each place has a distinct 

culture, it is advised that scholars perform more empirical studies on American companies to present 

the results from these various locations. Moreover, this provides a way to compare how requirement 

engineering for blockchains is being implemented in various parts of the world. 

Requirement engineering, which has lagged in recent years, has gained attention with the introduction 

of blockchain-focused approaches in the software business. By managing requirements, one would also 

anticipate the compensations and flexibility of requirement engineering approaches. Therefore, this 

encourages the industry to adopt blockchain-focused requirement engineering techniques, particularly 

for large-scale distributed projects. Active industry involvement is crucial for the successful 

implementation of research findings. In order to fully benefit from research focused on blockchain-

oriented requirement engineering, the industry should actively participate and collaborate in pursuing 

shared research objectives. 

Moreover, it is important to put existing research models and structures created for managing 

blockchain-driven requirements engineering to use in real-world scenarios to show their efficacy and 

performance. To support the requirements engineering process for the blockchain-oriented requirements 

engineering approach, models and procedures for common business tools should be created. To make 

the usage of these tools easier and more convenient, flexible porting help tools should be created. 

For the design and development of successful software projects, requirements engineering is one of 

the most important components. It talks about creating evidence that is tailored to the requirements of 

the client, making accurate time and budget estimates, and satisfying those objectives. Each project's 

real narrative includes a software system that is dependent on how well requirements engineering is 

done. Furthermore, an important aspect that needs to be addressed is the issue of requirement 

consistency. While requirements may need to be collected from multiple sources, it is crucial to ensure 

that they are synchronized and aligned with each other. 

As a result, blockchain technology is widely used in many applications and organizations. This is 

because of its reliability, security, and consistency. Consequently, the topic of blockchain requirements 

engineering is studied in order to raise the caliber and dependability of software projects, lower their 

failure rate, and make the verification and ease of the engineering process requirements. Blockchain is 

a distributed ledger system that offers an unchangeable record of transactions and is safe. As blockchain 

is a decentralized online global database, all stakeholders can understand its logic.  

Our findings show that although academics have concentrated on advancing several fields of expertise 

in blockchain-oriented requirements engineering, they have neglected to examine the overall effects of 

blockchain on software testing and maintenance. A study of this kind might make it easier for software 

companies to develop blockchain use cases and for software experts to assess them. Our findings suggest 

that there is currently a lack of research on the utilization of blockchain-oriented requirements 

engineering in organizational settings. This could be attributed to the limited exploration of blockchain 

in software engineering at this early stage and unresolved technological challenges. Further research in 

the form of concepts and prototypes is needed to encourage developers to incorporate blockchain 

features into blockchain-focused software architecture and unlock tangible benefits. 

IV. CONCLUSION 

The thorough overview of the literature on the methods and difficulties of blockchain-oriented 

requirement engineering is presented in this study. The search and categorization of all existing and 

accessible material on blockchain-oriented requirement engineering for this study were done in 



Jurnal ELTIKOM :  
Jurnal Teknik Elektro, Teknologi Informasi dan Komputer 
 

47 

accordance with the established principles for systematic literature reviews. The 2970 original 

publications in well-known electronic research databases underwent a multistage filtering procedure 

with independent confirmation, and ten pertinent pieces were removed. On the basis of the research 

questions, these papers were then evaluated for the quality of the evidence they provided, further 

analyzed, and grouped into the following thematic groups: I commonly used practices of blockchain-

oriented requirement engineering; (ii) requirements engineering challenges addressed by blockchain; 

and (iii) real-world challenges of blockchain-oriented requirement engineering. The results of our study 

provide industry and academic practitioners new perspectives for future work on blockchain-focused 

requirement engineering.  

We have established that further study is necessary to understand the effect and uses of blockchain-

oriented requirement engineering in the actual world. Requirement negotiation and requirement 

traceability are two potential aspects of blockchain-oriented requirement engineering that can empower 

businesses in the sector to leverage this flexible yet time-constrained approach. Our analysis of papers 

on blockchain-focused requirement engineering reveals that this discipline is still in its infancy and 

requires further empirical testing of methods in real-world applications. Our findings indicate that while 

most empirical studies focus on managing blockchain software development methodologies, relatively 

few studies pay attention to blockchain-specific techniques for requirement engineering. The analysis 

demonstrates that some of the drawbacks of conventional requirement engineering techniques may be 

made up for by blockchain-focused requirement engineering procedures. Blockchain-based methods for 

requirement engineering enable authorized users, such as partners and customers, to access and verify 

an auditable history of requirements. The authors argue that blockchain has the potential to surpass 

traditional requirement engineering approaches by enhancing the immutability, trustworthiness, 

visibility, and traceability of requirements throughout the software development lifecycle (SDLC). 

However, it is important to note that this research is still ongoing. The analysis revealed that the primary 

objective of most exploratory studies was to gain a deeper understanding of the subject. However, there 

is a limited number of studies that utilize empirical data from real-world industrial examples, 

highlighting the need for further attention in this area. Four studies focused on proposing new theories 

and approaches, emphasizing the importance of integrating Blockchain-focused requirement 

engineering approaches into existing infrastructure frameworks and models used in global software 

engineering. The advantages and limitations of utilizing blockchain-oriented requirement engineering 

were discussed, along with best practices for their implementation, providing practitioners with valuable 

insights for managing requirements using blockchain-oriented approaches. 

REFERENCES 

[1] Q. Zhou, H. Huang, Z. Zheng, and J. Bian, “Solutions to Scalability of Blockchain: a Survey,” IEEE Access, vol. 8, pp. 16440–16455, 

2020, doi: 10.1109/aCCESS.2020.2967218. 
[2] S. Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System.” [Online]. Available: www.bitcoin.org 

[3] G. Wood, “Ethereum: A secure decentralised generalised transaction ledger,” Ethereum Proj. yellow Pap., vol. 151, pp. 1–32, 2014. 

[4] C. Cachin, “Architecture of the hyperledger blockchain fabric,” in Workshop on distributed cryptocurrencies and consensus ledgers, 
Apr. 2016, vol. 70, pp. 1–4. doi: 10.4230/LIPIcs.OPODIS.2016.24. 

[5] N. AlObaidi et al., “A Blockchain-Based Patient Electronic Health Record System–Etmaen (ِاطِْمَئن),” in 2022 9th International Confer-

ence on Wireless Networks and Mobile Communications (WINCOM), 2022, pp. 1–6. 
[6] A. Batwa and A. Norrman, “A framework for exploring blockchain technology in supply chain management,” Oper. Supply Chain 

Manag. An Int. J., vol. 13, no. 3, pp. 294–306, 2020. 

[7] C. C. Agbo, Q. H. Mahmoud, and J. M. Eklund, “Blockchain technology in healthcare: a systematic review,” in Healthcare, 2019, vol. 
7, no. 2, p. 56. 

[8] F. Z. Barrane, N. O. Ndubisi, S. Kamble, G. E. Karuranga, and D. Poulin, “Building trust in multi-stakeholder collaborations for new 

product development in the digital transformation era,” Benchmarking An Int. J., vol. 28, no. 1, pp. 205–228, 2021. 
[9] J. Favela and F. Peña-Mora, “An experience in collaborative software engineering education,” IEEE Softw., vol. 18, no. 2, pp. 47–53, 

2001. 

[10] A. Zagalsky, J. Feliciano, M.-A. Storey, Y. Zhao, and W. Wang, “The emergence of github as a collaborative platform for education,” 
in Proceedings of the 18th ACM conference on computer supported cooperative work & social computing, 2015, pp. 1906–1917. 

[11] N. Munaiah, S. Kroh, C. Cabrey, and M. Nagappan, “Curating github for engineered software projects,” Empir. Softw. Eng., vol. 22, pp. 

3219–3253, 2017. 
[12] K. Gallaba and S. McIntosh, “Use and misuse of continuous integration features: An empirical study of projects that (mis) use Travis 

CI,” IEEE Trans. Softw. Eng., vol. 46, no. 1, pp. 33–50, 2018. 
[13] M. Beller, G. Gousios, and A. Zaidman, “Oops, my tests broke the build: An explorative analysis of travis ci with github,” in 2017 

IEEE/ACM 14th International conference on mining software repositories (MSR), 2017, pp. 356–367. 

[14] S. Hyun et al., “Interface to network security functions for cloud-based security services,” IEEE Commun. Mag., vol. 56, no. 1, pp. 171–
178, 2018. 



Jurnal ELTIKOM :  
Jurnal Teknik Elektro, Teknologi Informasi dan Komputer 
 

48 

[15] A. Bahga and V. K. Madisetti, “A cloud-based approach for interoperable electronic health records (EHRs),” IEEE J. Biomed. Heal. 

Informatics, vol. 17, no. 5, pp. 894–906, 2013. 

[16] S. Porru, A. Pinna, M. Marchesi, and R. Tonelli, “Blockchain-oriented software engineering: challenges and new directions,” in 2017 
IEEE/ACM 39th International Conference on Software Engineering Companion (ICSE-C), 2017, pp. 169–171. 

[17] S. Demi, R. Colomo-Palacios, M. Sanchez-Gordon, and M. Sánchez-Gordón, “Software engineering applications enabled by blockchain 

technology: A systematic mapping study,” Appl. Sci., vol. 11, no. 7, p. 2960, Apr. 2021, doi: 10.3390/app11072960. 
[18] R. Zambrano, R. K. Seward, and P. Sayo, “Unpacking the disruptive potential of blockchain technology for human development,” 2017. 

[19] C. Elsden, A. Manohar, J. Briggs, M. Harding, C. Speed, and J. Vines, “Making sense of blockchain applications: A typology for HCI,” 

in Proceedings of the 2018 chi conference on human factors in computing systems, 2018, pp. 1–14. 
[20] A. H. Lone and R. Naaz, “Applicability of Blockchain smart contracts in securing Internet and IoT: A systematic literature review,” 

Computer Science Review, vol. 39. Elsevier Ireland Ltd, Feb. 01, 2021. doi: 10.1016/j.cosrev.2020.100360. 

[21] V. Paliwal, S. Chandra, and S. Sharma, “Blockchain technology for sustainable supply chain management: A systematic literature review 
and a classification framework,” Sustainability (Switzerland), vol. 12, no. 18. MDPI, Sep. 01, 2020. doi: 10.3390/su12187638. 

[22] S. E. Chang and Y. C. Chen, “Blockchain in health care innovation: Literature review and case study from a business ecosystem per-

spective,” Journal of Medical Internet Research, vol. 22, no. 8. JMIR Publications Inc., Aug. 01, 2020. doi: 10.2196/19480. 
[23] J. Aslam, A. Saleem, N. T. Khan, and Y. B. Kim, “Factors influencing blockchain adoption in supply chain management practices: A 

study based on the oil industry,” J. Innov. Knowl., vol. 6, no. 2, pp. 124–134, Apr. 2021, doi: 10.1016/j.jik.2021.01.002. 

[24] B. Kitchenham et al., “Systematic literature reviews in software engineering-A tertiary study,” Inf. Softw. Technol., vol. 52, no. 8, pp. 

792–805, 2010, doi: 10.1016/j.infsof.2010.03.006. 

[25] I. Inayat, S. S. Salim, S. Marczak, M. Daneva, and S. Shamshirband, “A systematic literature review on agile requirements engineering 

practices and challenges,” Comput. Human Behav., vol. 51, pp. 915–929, 2015, doi: 10.1016/j.chb.2014.10.046. 
[26] B. Kitchenham, O. P. Brereton, D. Budgen, M. Turner, J. Bailey, and S. Linkman, “Systematic literature reviews in software engineer-

ing–a systematic literature review,” Inf. Softw. Technol., vol. 51, no. 1, pp. 7–15, 2009. 

[27] P. Brereton, B. A. Kitchenham, D. Budgen, M. Turner, and M. Khalil, “Lessons from applying the systematic literature review process 
within the software engineering domain,” J. Syst. Softw., vol. 80, no. 4, pp. 571–583, 2007. 

[28] E. Triandini, R. Fauzan, D. O. Siahaan, S. Rochimah, I. G. Suardika, and D. Karolita, “Software similarity measurements using UML 

diagrams: A systematic literature review,” Regist. J. Ilm. Teknol. Sist. Inf., vol. 8, no. 1, p. 10, 2021, doi: 10.26594/register.v8i1.2248. 
[29] A. Karim Jallow, P. Demian, A. N. Baldwin, and C. Anumba, “An empirical study of the complexity of requirements management in 

construction projects,” Eng. Constr. Archit. Manag., vol. 21, no. 5, pp. 505–531, 2014. 

[30] T. Gülke, B. Rumpe, M. Jansen, and J. Axmann, “High-Level requirements management and complexity costs in automotive develop-
ment projects: A problem statement,” in Requirements Engineering: Foundation for Software Quality: 18th International Working Con-

ference, REFSQ 2012, Essen, Germany, March 19-22, 2012. Proceedings 18, 2012, pp. 94–100. 

[31] H. Tufail, M. F. Masood, B. Zeb, F. Azam, and M. W. Anwar, “A systematic review of requirement traceability techniques and tools,” 
in 2017 2nd International Conference on System Reliability and Safety (ICSRS), 2017, pp. 450–454. 

[32] R. Torkar, T. Gorschek, R. Feldt, M. Svahnberg, U. A. Raja, and K. Kamran, “Requirements traceability: a systematic review and 

industry case study,” Int. J. Softw. Eng. Knowl. Eng., vol. 22, no. 03, pp. 385–433, 2012. 
[33] A. Wibowo and J. Davis, “Requirements Traceability ontology to support requirements management,” in Proceedings of the Australa-

sian Computer Science Week Multiconference, 2020, pp. 1–9. 

[34] S. Jalali and C. Wohlin, “Systematic literature studies: database searches vs. backward snowballing,” in Proceedings of the ACM-IEEE 
international symposium on Empirical software engineering and measurement, 2012, pp. 29–38. 

[35] D. Badampudi, C. Wohlin, and K. Petersen, “Experiences from using snowballing and database searches in systematic literature studies,” 

in Proceedings of the 19th international conference on evaluation and assessment in software engineering, 2015, pp. 1–10. 
[36] G. H. Guyatt and D. Rennie, “Users’ guides to the medical literature,” Jama, vol. 270, no. 17, pp. 2096–2097, 1993. 

[37] T. Dybå and T. Dingsøyr, “Empirical studies of agile software development: A systematic review,” Inf. Softw. Technol., vol. 50, no. 9–

10, pp. 833–859, 2008. 
[38] J. C. Carver, E. Hassler, E. Hernandes, and N. A. Kraft, “Identifying barriers to the systematic literature review process,” in 2013 

ACM/IEEE international symposium on empirical software engineering and measurement, 2013, pp. 203–212. 

[39] R. Koul, “Blockchain Oriented Software Testing - Challenges and Approaches,” in 2018 3rd International Conference for Convergence 
in Technology (I2CT), 2018, pp. 1–6. 

[40] G. Destefanis, M. Marchesi, M. Ortu, R. Tonelli, A. Bracciali, and R. Hierons, “Smart Contracts Vulnerabilities: A Call for Blockchain 

Software Engineering?,” in 2018 International Workshop on Blockchain Oriented Software Engineering (IWBOSE), 2018, pp. 19–25. 
[41] M. Beller and J. Hejderup, “Blockchain-based software engineering,” in Proceedings - 2019 IEEE/ACM 41st International Conference 

on Software Engineering: New Ideas and Emerging Results, ICSE-NIER 2019, May 2019, pp. 53–56. doi: 10.1109/ICSE-

NIER.2019.00022. 

[42] S. Makridakis and K. Christodoulou, “Blockchain: Current challenges and future prospects/applications,” Future Internet, vol. 11, no. 

12. MDPI AG, Dec. 01, 2019. doi: 10.3390/FI11120258. 
[43] S. Demi, “Blockchain-oriented Requirements Engineering: A Framework,” in Proceedings of the IEEE International Conference on 

Requirements Engineering, Aug. 2020, vol. 2020-August, pp. 428–433. doi: 10.1109/RE48521.2020.00063. 

[44] N. Drljevic, D. A. Aranda, and V. Stantchev, “Perspectives on risks and standards that affect the requirements engineering of blockchain 
technology,” Comput. Stand. Interfaces, vol. 69, Mar. 2020, doi: 10.1016/j.csi.2019.103409. 

[45] A. S. Vingerhoets, S. Heng, and Y. Wautelet, “Using i* and UML for Blockchain Oriented Software Engineering: Strengths, Weak-

nesses, Lacks and Complementarity,” 2021, doi: 10.7250/csimq.2021-26.02. 
[46] M. N. M. Bhutta et al., “A Survey on Blockchain Technology: Evolution, Architecture and Security,” IEEE Access, vol. 9. Institute of 

Electrical and Electronics Engineers Inc., pp. 61048–61073, 2021. doi: 10.1109/ACCESS.2021.3072849. 

[47] A. Pinna, G. Baralla, M. Marchesi, and R. Tonelli, “Raising Sustainability Awareness in Agile Blockchain-Oriented Software Engineer-
ing,” in Proceedings - 2021 IEEE International Conference on Software Analysis, Evolution and Reengineering, SANER 2021, Mar. 

2021, pp. 696–700. doi: 10.1109/SANER50967.2021.00088. 

[48] B. Shahzad, I. Javed, A. Shaikh, A. Sulaiman, A. Abro, and M. A. Memon, “Reliable requirements engineering practices for covid-19 
using blockchain,” Sustain., vol. 13, no. 12, Jun. 2021, doi: 10.3390/su13126748. 

[49] L. Cao and B. Ramesh, “Agile requirements engineering practices: An empirical study,” IEEE Softw., vol. 25, no. 1, pp. 60–67, 2008. 

[50] S. A. Fricker, R. Grau, and A. Zwingli, “Requirements engineering: best practice,” in Requirements engineering for digital health, 
Springer, 2014, pp. 25–46. 

[51] C. Boulekdam, “A novel negotiation approach for requirements engineering in a cooperative context,” Multiagent Grid Syst., vol. 15, 

no. 3, pp. 197–218, 2019. 
[52] M. Benchoufi and P. Ravaud, “Blockchain technology for improving clinical research quality,” Trials, vol. 18, no. 1, pp. 1–5, 2017. 

[53] R. Widayanti, E. Purnama Harahap, N. Lutfiani, F. Putri Oganda, and I. S. P. Manik, “The Impact of Blockchain Technology in Higher 



Jurnal ELTIKOM :  
Jurnal Teknik Elektro, Teknologi Informasi dan Komputer 
 

49 

Education Quality Improvement,” J. Ilm. Tek. Elektro Komput. Dan Inf., vol. 7, pp. 207–216, 2021. 

[54] W. Adhiwibowo, A. M. Hirzan, and M. S. Suprayogi, “Peningkatan Keamanan Data End-to-End Smart Door Menggunakan Advanced 

Encryption Standard,” J. ELTIKOM J. Tek. Elektro, Teknol. Inf. dan Komput., vol. 6, no. 2, pp. 186–194, 2022. 
[55] S. Siswanto, M. Anif, and W. Gata, “Penerapan Algoritma Kriptografi TEA Dan Base64 Untuk Mengamankan Email Data Policy 

Asuransi,” J. ELTIKOM J. Tek. Elektro, Teknol. Inf. dan Komput., vol. 2, no. 1, pp. 34–41, 2018. 

[56] Z. Zhou, X. Liu, F. Zhong, and J. Shi, “Improving the reliability of the information disclosure in supply chain based on blockchain 
technology,” Electron. Commer. Res. Appl., vol. 52, p. 101121, 2022. 

[57] V. Korepin, N. Dzenzeliuk, R. Seryshev, and R. Rogulin, “Improving supply chain reliability with blockchain technology,” Marit. Econ. 

Logist., pp. 1–14, 2021. 
[58] S. S. Hazari and Q. H. Mahmoud, “A parallel proof of work to improve transaction speed and scalability in blockchain systems,” in 

2019 IEEE 9th annual computing and communication workshop and conference (CCWC), 2019, pp. 916–921. 

[59] I. D. Kotilevets, I. A. Ivanova, I. O. Romanov, S. G. Magomedov, V. V Nikonov, and S. A. Pavelev, “Implementation of directed acyclic 
graph in blockchain network to improve security and speed of transactions,” IFAC-PapersOnLine, vol. 51, no. 30, pp. 693–696, 2018. 

[60] S. Ibba, A. Pinna, M. Seu, and F. E. Pani, “CitySense: blockchain-oriented smart cities,” in Proceedings of the XP2017 Scientific Work-

shops, 2017, pp. 1–5. 
[61] A. Bosu, A. Iqbal, R. Shahriyar, and P. Chakraborty, “Understanding the motivations, challenges and needs of blockchain software 

developers: A survey,” Empir. Softw. Eng., vol. 24, no. 4, pp. 2636–2673, 2019. 

[62] D. Bonyuet, “Overview and impact of blockchain on auditing,” Int. J. Digit. Account. Res., vol. 20, pp. 31–43, 2020. 

[63] M. Prokofieva and S. J. Miah, “Blockchain in healthcare,” Australas. J. Inf. Syst., vol. 23, 2019. 
 

 

  


