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ABSTRACT 

In the current digital era, it is deemed essential to ensure security and confidentiality of information when 

exchanging information through communication networks. This is done to allow recipients to receive the infor-

mation from senders in its entirety without any interference from third parties who are not entitled to the infor-

mation. Cryptography and Steganography are some useful methods to secure a confidential message, including 

the RC4 algorithm as one type of applicable method to secure the original message into a random secret message 

to make it remain unknown to others. One of the methods used in steganography to secure messages, including 

images, audio, video, and documents, is the least significant bit (LSB) algorithm. This study aims to analyze the 

comparison of the two-storage media, namely audio and images using LSB and RC4 in order to see the effect of 

the LSB and RC4 algorithms on the container media based on the aspects of imperceptibility, fidelity, recovery, 

and capacity. Having tested the imperceptibility aspect as indicated by the histogram of the image and the audio 

spectrum, it is clear that there is no difference between the image and audio before and after insertion. The fidelity 

test of the PSNR (Peak Signal to Noise Ration) resulted in an average value of > 30 dB, while the recovery test 

shows 100% success because there is no difference between the original message and after extraction. The capac-

ity test indicates that the larger the size of the container media, the larger the message that can be inserted. 
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I. INTRODUCTION 

HE currently rapid technological development has made it  impossible to guarantee data or 

information security since they can be manipulated by other parties using various methods. As a 

result, often times, the data or information submitted by the sender does not reach the recipient 

and/or the contents of the information have changed. To overcome problems regarding confidential data 

assets, it is necessary to use security methods such as cryptography and steganography [1]. 

Cryptography studies how to protect data or information from attackers or other irresponsible parties 

[2]. Cryptography is related to data encryption or plaintext, which is arranged randomly using a key to 

generate random data known as ciphertext, in addition to a decryption to translate random data or 

ciphertext using the same key to see the actual data or information [3]. 

Cryptography can be performed using several approaches and groups, including symmetric key 

cryptography, public key cryptography, and hash functions [4]. The symmetric key is generally 

applicable using several cryptographic methods, such as block and stream ciphers, which are included 

in the modern cryptographic group. One of the algorithms in the stream cipher is the RC4 algorithm, 

which uses keystream generation by performing the Key Scheduling Algorithm and Pseudo Generate 

Random Algorithm sub-processes. [5][6][7].   

Steganography is a method to hide a secret message in a container to prevent other parties without 

unwanted rights from knowing the existence of the message. Steganography can be done using several 

technical methods, including replacement, domain transformation, spread spectrum, statistics, warping, 

and cover generation [8]. Steganography has several algorithms, one of which is the LSB (Least 

Significant B), which inserts a message into the digital image media by replacing the last bit of the byte 

T 

mailto:firman.ashari@if.itera.ac.id
mailto:ihsanuddin.raka@gmail.com
mailto:hafiz.londata@gmail.com
mailto:wicaksono.ihtandiko@gmail.com


Jurnal ELTIKOM :  
Jurnal Teknik Elektro, Teknologi Informasi dan Komputer 
 

68 

arrangement containing 8 bits in the digital image [9][10][11]. The LSB algorithm is used  due to its 

ability to insert more messages and to increase security combined with encryption [12]. Bit insertion is 

done at the end because the 8th or last bit has little effect on the result of reading the data, and thus it is 

not a big problem to insert the message in the LSB bit. 

Research by Nidhi shows that RC4 has advantages over AES in terms of throughput, CPU processing 

time, memory utilization, encryption and decryption time [13]. Research by [14], which measured 

throughput, cpu work load, cost energy, disclosed that RC4 is faster and more efficient for large data 

packets. Another relevant research by Ari, et al, using video and LSB as insertion method, found that 

the video dimensions did not change in size despite the drawback of limited insertion depending on the 

number of frames in the video [15]. This study proposed LSB as encoding method and RC4 as the 

encryption method. To solve problems regarding the data or information security, this study aims to 

analyze and compare the two methods in order to see the steganographic aspects of the imperceptibility, 

fidelity, recovery, and capacity of image and audio. 
 

 
Figure 1. Encoding Process 

 

 
Figure 2. Message decoding 
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II. RESEARCH METHOD 

The cryptographic stage involved the use of the RC4 algorithm combined with LSB for message 

insertion. It treated a text message as a secret message and the container media as an image with a .png 

extension and audio with a .wav extension. The program flow was divided into two parts, namely the 

encoding process and the decoding process. The encoding and decoding processes are presented in 

Figure 1 and 2. 

A. Message Encoding 

In the encryption process, the plaintext was encrypted with the RC4 algorithm along with the entered 

password, followed by inserting a message into a file using the LSB (see Figure 1). 

In the encoding process, the original message and the key are entered by users to be then encrypted 

with the RC4 algorithm so as to produce a secret message in ciphertext form. The secret message was 

then inserted in the selected media file using the least significant bit algorithm (LSB). 

B. Message Decoding 

In the decoding process, the user inputted a media file containing the ciphertext message and key 

before extracting them with LSB to obtain the ciphertext. Subsequently, the ciphertext was decrypted 

using the RC4 algorithm to produce plaintext (see Figure 2). 

In the decoding process, the user inputted a media file containing ciphertext messages and keys 

entered by the user before extracting the previously inserted media file to obtain a secret message stored 

in the media file in ciphertext form. This stage was followed by decrypting ciphertext into plaintext 

using the RC4 algorithm, which generated a plaintext string or original message as an output. 

 

 
Figure 3. Message Encryption using RC4 algorithm 

 

 

 
Figure 4. Message Decryption 
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C. Message Encryption 

The RC4 algorithm encryption process is presented in Figure 3. As is illustrated in Figure 3, the 

process of RC4 algorithm began with the initialization of the “S” for the KSA process, followed by 

permutation or randomization process between the “S” array and the input external key (Key). Once the 

KSA process completed, it produced an S-box table to generate keystreams in the PGRA process. 

D. Message Decryption 

The RC4 algorithm decryption process is as depicted in Figure 4. In encrypting the generated flow 

key or keystream messages, the XOR process was carried out with the original message (Plaintext) so 

as to produce a secret message (Ciphertext). Meanwhile, in decrypting the generated keystream message, 

an XOR process was performed with the secret message (Ciphertext), thus resulting in the original 

message (Plaintext). 

E. LSB Message Insertion 

The image media for the LSB algorithm was initially identified by defining pixels that contain Red, 

Green, Blue according to the size of the image file. Afterwards, the RGB value for each pixel was 

converted to bits and the maximum number of bits to be inserted in the message was checked. The 

process in embedding the secret message was conducted by converting the message into a binary number 

of bits and inserting it into every smallest bit of the pixel. The message insertion process with the LSB 

algorithm is presented in Figure 5. 

F. LSB Message Extraction 

The message extraction with the LSB algorithm is illustrated in Figure 6. In the message extraction, 

every last bit of a pixel was also taken and combined into a secret message. 

TABLE 1 

INITIALIZATION AND ILLUSTRATION OF A DECIMAL PIXEL IMAGE 

R G B R G B R G B R G B 

255 255 255 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 
255 255 255 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 
255 255 255 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 
255 255 255 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 
255 255 255 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 
255 255 255 255 255 255 255 255 255 255 255 255 

 
 

 
Figure 5. LSB message insertion 

 

 

 
Figure 6. LSB Message Extraction 
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III. RESULT AND DISCUSSION 

The manual calculation determines the RMS (Root Mean Square) and PSNR (Peak Signal to Noise 

Ratio) image files in Figure 5. The encryption results obtain the ciphertext before being converted into 

hexadecimal form, which is as follows: 9FA200BA0640C43314EF0D132511485A11. The subsequent 

stage was changing the ciphertext from hexadecimal to binary, which resulted the following: 

1001111110100010000000001011101000000110010000001100010000110011000101001110111100

001101000100110010010100010001010010000101101000010001.  

The required 46 pixels were taken from a total of 136-bit message bits available pixels, according to 

the number of binary ciphertexts, where each pixel consists of RGB bits, before changing them from 

decimal form to binary form as Table 1 and 2. After that, sequential insertion of binary ciphertext with 

TABLE 2 

PIXEL BINARY INITIALIZATION 

R G B R G B R G B R G B 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 
11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 
11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 
11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 
11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 
11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

TABLE 3 

BINARY INSERTION OF MESSAGES INTO PIXELS 

R G B R G B R G B R G B 

11111111 11111110 11111110 11111111 11111111 11111111 11111111 11111111 11111111 11111110 11111111 11111110 
11111110 11111110 11111111 11111110 11111110 11111110 11111110 11111110 11111110 11111110 11111110 11111110 

11111111 11111110 11111111 11111111 11111111 11111110 11111111 11111110 11111110 11111110 11111110 11111110 

11111110 11111111 11111111 11111110 11111110 11111111 11111110 11111110 11111110 11111110 11111110 11111110 
11111111 11111111 11111110 11111110 11111110 11111111 11111110 11111110 11111110 11111110 11111111 11111111 

11111110 11111110 11111111 11111111 11111110 11111110 11111110 11111111 11111110 11111111 11111110 11111110 

11111111 11111111 11111111 11111110 11111111 11111111 11111111 11111111 11111110 11111110 11111110 11111110 
11111111 11111111 11111110 11111111 11111110 11111110 11111110 11111111 11111110 11111110 11111111 11111111 

11111110 11111110 11111111 11111110 11111110 11111111 11111110 11111111 11111110 11111110 11111110 11111111 

11111110 11111110 11111110 11111111 11111110 11111111 11111110 11111110 11111111 11111110 11111110 11111110 
11111110 11111111 11111110 11111111 11111111 11111110 11111111 11111110 11111110 11111110 11111110 11111111 

11111110 11111110 11111110 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 
11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 11111111 

TABLE 4 

BINARY CHANGES AFTER INSERTION INTO DECIMAL 

R G B R G B R G B R G B 

255 254 254 255 255 255 255 255 255 254 255 254 
254 254 255 254 254 254 254 254 254 254 254 254 

255 254 255 255 255 254 255 254 254 254 254 254 

254 255 255 254 254 255 254 254 254 254 254 254 
255 255 254 254 254 255 254 254 254 254 255 255 

254 254 255 255 254 254 254 255 254 255 254 254 

255 255 255 254 255 255 255 255 254 254 254 254 
255 255 254 255 254 254 254 255 254 254 255 255 

254 254 255 254 254 255 254 255 254 254 254 255 

254 254 254 255 254 255 254 254 255 254 254 254 

254 255 254 255 255 254 255 254 254 254 254 255 

254 254 254 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 
255 255 255 255 255 255 255 255 255 255 255 255 

255 255 255 255 255 255 255 255 255 255 255 255 
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SB was performed (see Table 3). This process would change the bit value into decimal form to be used 

for RMS and PSNR calculations, as written as Table 4. 

The first step before the process of encryption, decryption, insertion, and extraction was to import the 

required libraries, namely cv, numpy, and types. The library used along with the code can be seen in 

Figure 7. Another function was for RC4, which consists of KSA (key scheduling algorithm) and PRGA 

(Pseudo random generator automation) functions, which can be seen in Figure 8. The main function to 

embed messages into images is depicted in Figure 9. The main function for extracting messages from 

images is illustrated in Figure 10. The functions to change messages and insert them into images can be 

seen in the data encoding function to images in Figure 11. The function to retrieve messages from images 

 
Figure 7. Libraries used for the entire program 

 

 
Figure 8. Program code for the RC4 function consisting of KSA and PRGA 

 

 
Figure 9. The main function of embedding messages into pictures 

 

 
Figure 10. The main function of extracting messages from within images 

 

 
Figure 11. The function of encoding data to images 

 

 
Figure 12. The function of decoding data from images 
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and display the contents of the message is the decode text function which is presented in Figure 12. The 

main function for encoding messages into audio is displayed in Figure 13. The main function for 

decoding data from audio files is demonstrated in Figure 14. The main menu for encoding and decoding 

messages in image files, is depicted in the steganography_image function as shown in Figure 15. The 

process of encoding and decoding messages from audio files using the audio steganography function is 

displayed in Figure 16. 

A. Plaintext Encryption System Scheme and Insertion on Image Media 

This secret message insertion test phase is run three times to check the image file size. The image file 

uses a PNG image with an original file size of 5.56 KB and a size (pixel) of 225x225. The original image 

file is illustrated in Figure 17. 

 
Figure 13. The main function of encoding data into audio 

 

 
Figure 14. The main function of decoding data from audio files. 

 

 
Figure 15. The main function of the image steganography menu 

 

 
Figure 16. The main function of the audio steganography menu 

 

 
Figure 17. Original Image Files 
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After the encryption stage combined with RC4 cryptography, an image file is inserted using the LSB 

method with the image media extension .PNG, which was performed through three trials on different 

plaintexts. The results of the test are presented in Table 5. 

B. Plaintext Encryption System Scheme and Insertion on Audio Media 

In the test phase, the insertion of this secret message was carried out three times to identify the 

difference level in the size of the audio file. Audio files were in the WAV format with an original file 

TABLE 5 

RESULTS OF ENCRYPTION AND STEGANOGRAPHY TESTS ON IMAGE MEDIA 

File Name Plaintext Key Size Pixel Bit Depth 

Gambar_asli.png - - 24.3 KB 225 x 225 24 
Enkripsi 1.png teknikinformatika kriptografi 24.3 KB 225 x 225 24 

Enkripsi 2.png institutteknologisumatera tugasbesarkriptografi 24.3 KB 225 x 225 24 

TABLE 6 

RESULTS OF ENCRYPTION AND STEGANOGRAPHY TESTS ON AUDIO MEDIA 

File Name Plaintext Key Size (bytes) Size on disk (bytes) Bit rate (kbps) 

Audion Asli.wav - - 5.119.532 5.120.000 1411 

Enkripsi 1.wav teknikinformatika kriptografi 5.119.532 5.120.000 1411 
Enkripsi 2.wav institutteknologisumatera tugasbesarkriptografi 5.119.532 5.120.000 1411 

TABLE 7 

DECODING EXPERIMENT RESULTS ON AUDIO MEDIA 

Name Previous Plaintext Key Final Plaintext Description 

Audion Asli - - - Success 

Decode 1 teknikinformatika kriptografi teknikinformatika Success 
Decode 2 institutteknologisumatera tugasbesarkriptografi institutteknologisumatera Success 

 

 
Figure 18. Results of Encryption and Steganography Tests on Image Media 

 

 
Figure 19. Results of Encryption and Steganography Tests on Audio Media 

 

 
Figure 20. First Audio Cut 

 

 
Figure 21. Decode Results at First Cut 
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size of 5.119.566 bytes, an on-disk size of 5.124.096 bytes, and a bit rate of 1411 kbps. Once the 

encryption process was carried out using a combination of cryptographic techniques after being inserted 

into an audio file using the RC4 and LSB methods, the file was generated in WAV format and tested 

three times with different plain text. The test results are shown in Table 6. 

The test results in Figure 19 highlight the different size of the audio file before and after testing the 

ciphertext insertion into the audio media using the LSB method. The original audio file size was 

5.119.532 bytes, which was exactly the same as the audio after testing of 5.119.532 bytes. However, the 

size for the first and second encryption did not change even though they had different plaintext and keys. 

It was also revealed that there was no bit rate change for each test. 

C. Scheme of Ciphertext Extraction System in Audio and Ciphertext Decryption 

1) Testing decode method 

The decode method was tested to obtain secret messages from audio files that have been embedded 

in the previous stage. The test was carried out 3 times with the following results shown in Table 7. 

TABLE 8 

IMPERCEPTIBILITY ANALYSIS RESULTS BEFORE EMBEDDING 

Image before embedding Histogram before embedding Audio detail before embedding Audio spectrum before embedding 

  

 

 

TABLE 9 
RESULTS OF IMPERCEPTIBILITY ANALYSIS AFTER EMBEDDING 

Image after embedding Histogram after embedding Audio detail after embedding Audio spectrum after embedding 

  

 

 

TABLE 10 

FIDELITY ANALYSIS RESULTS 

No File name Message size (byte) Previous size (byte) Final size (byte) PSNR 

1 ITERA.png 1000  5012  5012  65.32 dB 

2 Peta.png 512 28580 28580 78.64 dB 
3 Nokia.wav 1000 5.119.466  5.119.466  62.56 dB 

TABLE 11 

RECOVERY ANALYSIS RESULTS 

No File name Message size (byte) Embedding Extraction Final size (byte) 

1 ITERA.png 5012 Success Success 5012 

2 Hapis.png 1362621 Success Success 1362621 
3 nokia.wav 5119566 Success Success 5119566 

4 samsung.wav 3732746 Success Success 3732746 

TABLE 12 

CAPACITY ANALYSIS RESULTS 

No File name File size Maximum bit value 

1 ITERA.png 5012 18984  

2 Peta.png 1362621 114345  

3 Sepatu.png  5119566 513012  

4 Bird.png 3732746 871112  
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2) Audio Trimming Test 

In the audio trimming test, the encryption and steganography results of the image are cut in Encryption 

1. The process was conducted 4 times by cutting the audio every 8 seconds. In the subsequent stage was 

the process of checking the results of the message decryption contained in the audio file, resulting in 

some cuts as presented in Figure 20. 

The contents of the message were checked based on the results of the audio cut in the first 8 seconds. 

The secret message embedded in the audio for the first 8 seconds could be detected and read (see figure 

21). Based on the several trials above, an analysis of aspects of steganography including 

imperceptibility, fidelity, recovery, and capacity is obtained. 

3) Imperceptibility 

The existence of a message in the container media cannot be detected either by the senses of hearing 

or sight on the image and audio media after the message is inserted. To measure imperceptibility, 

histogram and amplitude visualization of image files and audio files are used. The results are shown in 

Tables 8 and 9. 

The trials indicates that the existence of messages in images and audio cannot be visualized, which 

was attributed to the fact that the RGB histogram and the image showed no difference, which was also 

the case for the audio spectrum. The imperceptibility aspect generated very good results. 

4) Fidelity 

Stego file quality also generates good result if the quality of the stego file is not much different from 

the original file as seen from the comparison between the image files or audio files before and after 

insertion. The RMS (Root Mean Square) and PSNR (Peak Signal Noise Ratio) standards are used in 

measuring image files. The RMS was calculated using (1) and PSNR was calculated using (2) where 

pixel1 is wide dimension, pixel2 is high dimension, and RGB is number of RGB layers. The results of 

the fidelity analysis can be seen in Table 10. 

𝑅𝑀𝑆 = √
1

𝑝𝑖𝑥𝑒𝑙1 × 𝑝𝑖𝑥𝑒𝑙2 × 𝑅𝐺𝐵
× ((255 − 255)2 + (255 − 254)2 +⋯+ (255 − 255)2) (1) 

𝑃𝑆𝑁𝑅 = 20 × log10(
256

𝑅𝑀𝑆
) (2) 

It is obvious that the above experiment indicates no difference in terms of fidelity or the size of the 

image file before and after insertion with an average PSNR result of 68.84dB. These results indicate that 

the image and audio quality of the steganography is very good, with the minimum standard of >= 30 dB 

[16]. 

5) Recovery 

The recovery indicates that the image files and audio files with inserted message can be extracted 

again which can be accessed by the recipient. The results of the analysis of recovery can be seen in Table 

11. 

Based on the trials above, it can be seen that the recovery or image and audio files that have been 

inserted with messages can be extracted again so that they form the original message that was originally 

inserted into the media file. 

6) Capacity 

At capacity where this aspect is very important because as many messages as possible must be inserted 

without affecting the quality of the cover file in audio and image files. The results of the analysis of 

capacity can be seen in Table 12. 

Based on the trials, it can be seen that the maximum capacity or number of image and audio files 

depends on the number of pixels or the size of the image file and the duration of the audio file used. The 

larger the file size the greater the number of bits generated. The results of the analysis and conclusions 

can be seen in Table 13. 

It is conclusive that with the same number of message sizes, messages are better inserted in media 

images, but image files have a smaller size than audio files, because image files are rather difficult to 

perceive compared to audio files that are perceived by hearing. 
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Several aspects need to be analyzed in the cryptographic method, namely the RC4 algorithm, 

including computational speed and algorithm security. In the RC4 algorithm, computational speed is 

affected by the program code used, such as the use of libraries and bit processing, computational speed 

is also influenced by external factors, such as the processor used in a device. In encryption, the time 

needed to form a secret message or ciphertext is around 1.2 ms. In using the RC4 Algorithm the 

keystream is generated by xoring between the external key and the initialization S-Box, which is 

generated randomly to make it possible to have the same S-Box when generated repeatedly to translate 

the generated original message. In addition, RC4 encryption is an XOR operation between plaintext data 

bytes and a random byte stream generated from the keystream, so that an attacker may determine some 

bytes of the original message by XORing two cipher byte sets and looking at the pattern used in the two 

cipher sets regardless of the sequence key. 

IV. CONCLUSION 

Based on the testing and analysis regarding the implementation of steganography with the LSB 

method on audio and image media using the RC4 algorithm, it can be concluded that from the imper-

ceptibility aspect, the insertion of secret messages in images and audio is very safe because there is no 

visible difference in eye sight and ear hearing as evaluated from the image histogram and audio spec-

trum. From the aspect of fidelity, when inserting messages on images and audio, the file size increases, 

but the increase in file size does not affect the number of characters inserted. PSNR produces an average 

value of > 30 dB. From the recovery aspect, secret messages or plaintext in the insertion of images and 

audio obtain the same results in the decoding process. This shows that the recovery aspect was 100% 

successful. The aspect of capacity indicates that the larger the size of the container media, the larger the 

message that can be inserted. This system makes it possible to exchange information more safely, where 

information is inserted into image and audio media. Further research is expected to use other crypto-

graphic algorithms, because the flow key or keystream used in the encryption and decryption of the RC4 

algorithm is the same and can be solved by an attacker. 
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